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Setting up Multiple LDAP Domains in
SonicWall 6.5 Firmware without Partitioning.

SonicWall 6.5 firmware now allows multiple LDAP servers for authentication, to set
this up follow the guide below.

SonicWall OS 6.5 onwards is all available on all Gen6 Appliances from the SOHO wireless and up (not including the
non-wireless SOHO as this runs 5.9 firmware).

Prerequisites:

e For this to work you will need to make sure each Domain is resolvable via the SonicWall DNS settings,
e.g. in this example the SonicWall's DNS settings under Network\DNS are set to each of the Servers’ IP
addresses. The domain Netthreat.local resolves to 172.16.32.250 and the domain Test.local resolves to
172.16.32.60, they also each have A records in the forward look up zones to each domain for failover. If the
name resolves to multiple IP addresses then use the name for the LDAP connection rather than IP address
i.e. Test.local (not the server name) instead of 172.16.32.60.

e The Domains in the example are not in a Trust or the same forest.

1. Add Domains

Add the required Domains to use for LDAP Authentication under Users\Settings\Configure LDAP

2. Login/Bind settings

For the Login/Bind settings you can use any of the three methods below.

N.B. The Bind Usernames and Passwords don’t have to be the same (this is only needed for Domains in a
trust).

Method 1: Give Bind Distinguished Name (Domain\User). This is ideal if you don’t know the exact location in
AD of the Administrator account.
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Edit server
Settings Schema Directory
) Anonymous login 20 Give login nameflocation intree @ Give bind distinguished name
Bind distinguished name: Netthreat\ﬁdministratod A
Usertree for login to server: | N
Password: sesssene

When referred to other servers: @ gind with this account ) Bind with an equivalent account on that server (same password)

Method 2: Give Bind Distinguished Name (Using the distinguished Name).

To find these detalils if they are not visible in the Users Account in AD then go to View and select Advanced
Features then in the Users Details you will now see the Attribute Editor, you can select the distinguishedName
choose the View Tab and you can copy the details.

Edit server
Settings Login/Bind Schema Directory
) Anonymous login ) Give login nameflocation intree @ Give bind distinguished name
Bind distinguished name: CN=Administrator,CN=Users,DC=Netthreat,DC=Local A

Usertree for login to server:

Password: sessssee

When referred to other servers: @ Bind with this account ) Bind with an equivalent account on that server (same password)

Method 3: Give Login name/location in tree (this must be where the User Account that you are using to bind
is located in AD)

Edit server
Settings Schema Directory
© Anonymous login - @ Give login nameflocation intree ) Give bind distinguished name
Login user name: Administratod A
Usertree for login to semver: netthreat.local/Users A
Password: sessssee
When referred to other servers: @ Bind with this account ) Bind with an equivalent account on that server (same password)
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3. Schema Settings

For the Schema Settings, both Domains need to use the same Schema settings. If you have some usernames
which are identical in both Domains then make sure that the Users in each Domain’s Active Directory are set
under userPrincipalName to the User@domain type as below:

Published Certificates | Member Of | Password Replication | Dialin | Object |
Security Environment Sessions
Remote cortral I Remote Deskiop Services Profile I
General | Address I Account I Profile I Telephones I Organization I
Personal Virtual Deslktop I COM-+ Adtribute Editor
Attributes:
Attribute | Value A|
userCert <not set>
userCertificate SB0NE2NDENF 25 30MB2N05N D AN AL 02N
userParameters <not set>
userPassword <not set>

userPKICS12 <not set>

userPrincipal Name

userSharedFolder <not set>
userSharedFolderCther  <not set:>
userSMIMECertificate <not set>

userWorkstations <not set>
uSMNChanged 32888
uSMCreated 12830

uSHNDSALastObjRem... <not set=

== |

LISMNIntersite <not set> -

0 T 1 _"l_I
er

4. Directory Settings

On the Directory settings select auto-configure, Replace existing trees and then Start.

User/Group Trees Auto Configure

Settings Login/Bi
The lists of sub-trees for LDAP server 172.16.22.250 will be automatically populated with
trees within the given domain that contain user and user group objects, read from it and any
Primary domain secondary servers referenced from it.

NEUSET T pomain to search: netthreat.local

® Append to existing trees @ Replace existing trees

0On getting references to other servers that are configured here as secondary LDAP servers:
@ Replace the trees in that server's own configuration with those found on it

(@] lgnore trees found on that server

Mote that if any sub-domains on secondary LDAP servers do not automatically get referenced
from the primary domain, you can re-run this to enter them individually.

To automatically configure the trees of any secondary LDAP servers via references from this
one they must be configured so that this appliance can bind to them, either with credentials
explicitly configured here, or using the same or equivalent account as is used to bind to this
SEmVer.

START ‘ ‘ CANCEL
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This should pull in your Trees with that include Users as below. You can manually add others if needed.

If the Users Trees don't pull in then go to the Test tab and check the Connectivity / bind test. If this succeeds
then try the Directory Auto-configure again, otherwise check the Username and Password in the Bind
Settings.

Also make sure you have un-ticked the Case Sensitive Usernames option in the User/Settings Menu.

Tip: If you have trouble with users being authenticated in a group add the distinguished name like in the
example below for the SSL VPN Users Group.

Edit server

Settings Login/Bind Schema Directory

Primary domain: netthreat.local AUTO-CONFIGURE

Trees containing users:

netthreat.local/Users
CN=SSL VPN Users,DC=netthreat,DC=local

ﬂ ﬂ ADD

Trees containing user groups:

netthreat.local

5. Add Secondary Domains

Repeat steps 2 to 4 to add the Secondary Domain.
You should now see both Domains connected as below.
You can add more Domains if needed by adding them as Secondary Domains.

SONI CWA LL"~ metwork Security Appliance

m Referrals Users & Groups LDAP Relay Test

LDAP Servers
LDAP Servers General Settings
# Status Host Name/IP Address Role Port Timeout TLS Domain Enable
1 @ 172.16.32.250 Primary 383 10 [[]  netthreatlocal al(2)(%
2 @ 172.16.32.60 Secondary 383 10 ] testlocal Wl (%
.
ADD... al
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It is important that under the Referrals Menu, you only select Allow Referrals as below otherwise you

will have issues with password caching.

SONI CWALL " Network Security Appliance

Settings Referrals Users & Groups  LDAP Relay Test

LDAP Referrals and References

G) LDAP referrals and continuation references can simplify configuration, but using them can zlso lead to performance issues. They can be used

by this Sonicwall in the folowing ways:

o It is necessary to use referrals any time that user information is located on an LDAP server other than the configured primary one.
o Individual directory trees can be manually configured to span multiple LDAP servers, and that requires the use of continuation

references during authentication. *

o During auto-configuration of the directory, continuation references can allow the trees to be read from multiple LDAP servers in a

single operation.

o With single-sign-on, the LDAP directory is searched for domain entries corresponding to the domains that users are logged into. For
this to work with users in multiple sub-domains having separate LDAP servers, continuation references must be used here.

¥ Alow referrals
r Allow continuation references during user authentication
- Allowe continuation references during directory auto-configuration

™ Allow cantinuation references in domain searches

7. Importing the User Groups

In both Domains for this example we have created the same group name called SSL VPN Users. With 6.5

firmware you can now import the Groups from both Domains simultaneously.

Go to Users/Local Groups and select Import from LDAP

Local Users Settings
Add Delete ¥ Import from LDAP
Name Guest Services Admin
2 Audit Administrators
Select Server

Would you like to:

@ Import User Groups from the LDAP directory

@) Auto-create groups for setting memberships by LDAP location (OU)

Where to import from:
© Select the LDAP server to import from: 172.16.32.250

@ Import from all LDAP servers

Handling of the imported user groups' domains:

@ Include the domains

Total: 14 item(s

Choose the Selected Groups to Import.
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N.B. I've selected Include the Domains. Normally as you are using the same user group nhame from both
Domains you could select No Domains and it would authenticate any user in the SSL VPN Users group in
any of the Domains, see below example in section 8.

Once you have selected the Groups then Save.

MNETTHREATVSSL VPN Users

TEST\SSL VPN Users

[[] NETTHREATTerminal Server License Servers —
[l TEST\Terminal Server License Servers

[C] NETTHREATWsers

[T TESTWSErs

[ NETTHREATWindows Authorization Access Group i
[] TESTWindows Authorization Access Group hd

m

Filters: *

| INCLUDE ‘ﬂ Selected user groups
) Any group whose name » contains

| EXCLUDE ‘ Groups  at = netthreatlocal -

SAVE SELECTED ‘ | CANCEL

For this example, we are going to add the groups in to the SSLVPN Services group and test with NetExtender
but you could add any groups to use with other services like the Global VPN Clients or use with SSO, Content
Filtering etc.
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8. Adding the User Groups

Select the SSLVPN Services Group and edit. Then add the SSL VPN Users groups from both Domains.

Make sure in the VPN Access you have selected the desired Networks to access.

Settings m VPN Access Bookmarks

Group Memberships

MNon-Member Users and Groups Member Users and Groups

Enter text to filter the list...

Enter text to filter the ist...

All Users
Audit Administrators
Content Filtering Bypass

NETTHREAT'SSL VPN Users
TESTIS5L VPN Users

Cryptographic Administrators
Guest Administrators

Guest Services

Limited Administrators
SonicWALL Administrators
SonicWALL Read-Only Admins
S5L VPN Users

System Administrators

m

All LDAP Users
nete

Add All -> <= Remaove All

[Ready

|
.

If you want to just use the one user group instead of two then import one of the groups from LDAP like below
and select No domains.

Select Server

Would you like to:
@ Import User Groups from the LDAP directory
" Auto-create groups for setting memberships by LDAP location (OU)

Where to import from:
|1?2.16.32.250 'l

@ Salact the LDAP server to import from:

' Import from all LDAP servers

Handling of the imported user groups’ domains:
" Include the domains

& Mo domains (imported user group objects wil match the named groups in any domain)

| oK | | CANCEL |

7 Copyright © 2018 NetThreat Ltd



netghreat

thinking security

W' sslvpn users

r Terminal Server License Servers

r Users

I~ Windows Autherization Access Group hd

Fiters:

INCLUDE :f: Selected user groups UNDO

ANy group whnse|nan1e =] contains |

= Grnupslat ;I Ineﬁhreat.lucal ;I

eady

‘ SAVE SELECTED‘ ‘ CANCEL ‘

As you can see this will match both Domains. You can now add this to the SSLVPN Services or use for CFS
etc.

Group Settings

' This can match a domain user group " Jembers are set localty only

. Memberships are set by the user's location in the LDAP directory

Name: ISSL VPN Users

Domain: | | Any domain =l
Comment: IFFDFI"I LDAP Server

LDAP Location: |netthreat.local

r Require one-time passweords
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9. Testing using NetExtender

If you are logging on with a username that is in both domains you need to enter the username followed by
@domain.local or whatever your Domain is, see examples below.

We've used different passwords for each user from both Domains, just to check there isn't any password caching

occurring.
SONICWALL | NetExtender Log Details
General
Tirme 20:55:47 Mar 08
Server: 193243 150.1244433 - o il
Username: preston@Netthreatlocal CI‘I!;E'I",‘ b
Password: ssesssssssssss Group General
Domain: LocalDomain Event SSL VPN
o osliLs Msg. Type Simple Message String
Priarity Inform
Save user name only if server allows s LDAP User preston@&Nelthreat loca!
Message i il Sy i
login success through LDAP server
Src, Name
Dst. Name
Notes
SONICWALL | NetExtender Log Details
General
Time 21:01:58 Mar 08
server ID 1079
EIVEL 193248.150.124:4433 -
Username: preston@testlocal Catzgary =5k Ven
Password: ssssesess| Group Geners
Domain: LocalDomain Event SSLVPN
« Connect Msg. Type Simple Massage String
Priarity Infarm
Save user name only if server allows s LDAP User preston@test.bocal login
Message success through LDAP server
Sre, Name
D=t Mame
Motes

If you are logging on with a username unique to that domain you can login just using the username and the
Domain with that user will authenticate them. See examples below.
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SONICWALL | NetExtender Log Details
General
Time 21:07:52 Mar 08
1D 108D
Server: 193248 1501244433 -
Category Uszrs
Username: izzy
Password: sesesesed Group Authentication Access
Domain: LocalDomain Event Successful S5L VPN User Login
# Connect Msg. Type Standard String Service
Priarity Inform
Save user name only if server allows + M . SEL VPN zong remote user login
asape alloweed
LPutszux-
Src. Name 657-1-116-124,1193-248,zbo. wanad
oofr
Dist, Mame
Nates iy
Uszr Name zzy Etestlocal
SONICWALL | Netéxtender Log Details
General
Time 21:11:48 Mar 08
s 1D 107
EIVET  193.248.150.124:4433 -
Username: david Cebeggory ssL VRN
Password: : Group Ganerzl
Domain: LocalDomain Event 5L VPN
+ Connect Msg. Type Simple Message String
Priarity Inform
Save user name only if server allows ¥ LDAP User david login success
Masszge 1 )
through LDAP server
Src. Name
Dit, Name
Motes
User Name davidEnstthreat.local
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