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Setting up Certificate Authentication for
SonicWall SRA/ SMA 100 Series

SonicWall SRA and SMA devices now have the option to authenticate using Client
User Certificates.
e This is a guide on how to implement this using a Domain CA Certificate along with User Certificates.
e This guide is based SMA Firmware 8.6.0.3-11sv and Microsoft Server 2008 R2.

e Itis presumed that you have already set up an Authentication Domain using Active Directory for
your Domain on the SRA/SMA Appliance as this will be needed for the Group Affinity Checking.

There are two different options when setting up a SSL VPN domain requiring client certificates:

1. A standalone SSL-VPN domain which only uses Client Certificates (if using this method it is
recommended to maybe restrict the expiry on the certificates or at least use a specific OU for Mobile
users on the Group Policy rather than Issuing User Certificates to all the Domain Users).

2. On anew or already configured SSL-VPN Domain you can use the Enable Client Certificate Check
enabled to provide further security.

e Setting Up the SRA/SMA

e Setting up User Certificates on the Domain Controller

e Setting up the Group Policy

e Exporting and Importing the User Certificate

e Connecting to the SSL VPN Portal and NetExtender / Mobile Connect
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Setting up the SRA / SMA

If you have not already set up User Certificates on your domain then go to the Section Setting up User
Certificates on the Domain Controller.

1. Inthe SMA GUI, go to System/Certificates and import your domain CA certificate in the Additional
CA Certificates section at the bottom.

v System
Status [ IMPORT CERTIFICATE... ‘ [ GENERATE CSR... | { GENERATE DEFAULT CERTIFICATE |
Licenses
Time
Settings Additional CA Certificates
nitorin netthreat-WIN-IPTOHCMOZ79R-CA /DC=local/DC=netthreat/CN=netthreat-WIN-IFTOHCMO79R-CA
Diagnostics
Restart
About
» Network
» Portals
» Services Starfield Root Certificate Authority - G2 /C=US/ST=Arizona/L=Scottsdale/O=5tarfield Technologies, Inc./CN=Starfield Root Certificate Authority - G2
» Device Management AlphaSSL CA - G2 /C=BE/0=GlobalSign nv-sa/OU=Root CA/CN=GlobalSign Root CA
» NetExtender GlobalSign Root CA /C=BE/O=GlobalSign nv-sa/0U=Root CA/CN=GlobalSign Root CA
» End Point Control
» Secure Virtual Assist IMPORT CA CERTIFICATE...

2. Navigate to Portals/Domains and select Add Domain.

SONICWALL" Secure Mobile Access Help | Logout

User: admin  Mode: Configuration

» System

portzls / Domains @
» Network
» Portals
Application Offioading LocalDomain Local User Database virtualOffice )
Domains - .
_ NetThreat AD Active Directory VirtualOffice @& (%)
Custom Logos B -

Load Balancing

URL Based Aliasing
ADD DOMAIN ... ‘
> Services S

» Device Management
» MNetExtender
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3. Select Authentication Type as Digital Certificate. Set the rest as below and add your Domain CA

Certificate to the Trusted CA certificates.

» System

» Network

- Portals Authentication type:
Portals Domain name:

Application Offioading All CA certificates

Fortals / Domains [ Add Domain

Digital Certificate -
NetThreat Cert

Trusted CA certificates™

AlphaSSL CA - G2 netthreat-WIN-IPTOHCMO79R-CA -
Custom Logos GlobalSign Root CA - |
Starfield Root Certificate Authority - G
Load Balancing Fireware HTTPS Proxy (SN V1C500000 | - |
URL Based Aliasing SonicWALL Firewall DPI-SSL
» Services
» Device Management Username Attributes: cn| ®
» NetExtender Portal name:
» End Point Control
» Secure Virtual Assist
» Secure Virtual Meeting
» Weh Application Firewall [7] Delete external user accounts on logout
» Geo IP & Botnet Filter [7] only allow users listed locally
) o [Z] one-time passwords
» High Availability [ Technician Allowed @
» Users User Type: External User - ®
> Log Enable group affinity checking
Virtual Office Server: NetThreat AD - @

Require Device Register:  Use Global Setting -

4. To enable client certificate enforcement on an already configured SSL-VPN Domain, set as below
adding any partial DN required.

SON|CWAL L Secure Mobile Access

Help | Logout

User:admin  Mode: Configuration

» System
» Network
+ Portals

y ¥ ¥ v v v v

Portals
Application Offloading
Do

Custom Logos

Load Balancing

URL Based Aliasing
Services
Device Management
NetExtender
End Point Control
Secure Virtual Assist
Secure Virtual Meeting
Web Application Firewall
Geo IP & Botnet Filter
High Availability
Users
Log
Virtual Office

General

Authentication type: Active Directory

Domain name: NetThreat AD

Active Directory domain:  netthreat.local ®

Server address: 172.16.32.250
Backup Server address:
Login user name: administrator
Login password: seessssane

Portal name:

VirtualOffice

g

Allow password changes (requires access to AD server port 464 UDFP)
[ use ssL/TLS
Enable client certificate enforcement
Verify user name matches Common Name (CN) of client certificate
Verify partial DN in subject
(optional):
Microsoft's Documentation of Active Directory user attributes
[C] pelete external user accounts on logout
[Z] only allow users listed locally

Aute-assign groups at login
[C] one-time passwords
[T Technician Allowed @

User Type: External User

Custom Variables: ®

Require Device Register:  Use Global Setting M

You can configure a partial DN to match the dient certificate
subject. The following case-sensitive variables are supported:

%oUSERNAMEYa - User name

%USERDOMAINYG - User's domain name
%oADUSERNAMEYs - User's name in Active Directory
SWILDCARDYs - Wildcard variable

%oAD:mail% - The user's email address as configured in AD.
YoAD:, Yo - Any other Active Directory user attribute,
e.g. YoAD:title%s, %AD:cn%b. See the Microsoft
documentation link below this text input field for mare
attributes.

Zz

m
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Setting up User Certificates on the Domain Controller

N.B. Auto Enrol is only supported on the following Windows Server operating systems:

Server 2003 Enterprise, Server 2008 Enterprise, Server 2008 R2 and later on at least Standard
version.

¢ Make sure you have the Active Directory Certificate Services Role Installed.

e If you want users to request the Certificates Manually then also add the role Certification Authority
Web Enrollment - not discussed in detail in this document. Please see here for further support on
that feature https://technet.microsoft.com/en-us/library/cc732895(v=ws.11).aspx

1. To start the Certification Authority either type in the run console certsrv.msc or go to
Start/Administrative Tools/Certification Authority.
2. Expand the Menu as below, Right Click on the Certificate Templates and select Manage.

D._ certsrv - [Certification Authority (Local)\netthreat-WIN-IPTOHCMO79R-CA\Certificate Templates]

File Action View Help

€= 7|o=H

L Certification Authority (Local) IName | Intended Purpose
Bl gi netthreat-WIN-IPTOHCMO7SR-C) mrecmry Email Replication Directory Service Email Replication
—: Revoked Certificates 7 Domain Controller Authentication Client Authentication, Server Authenticatio...
| Issued Certificates ] EFS Recovery Agent File Recovery
= Pending Requests E Basic EFS Encrypting File System
= Failed Requests 5] pomain Controller Client Authentication, Server Authentication
- m 5] Web Server Server Authentication
- E Computer Client Authentication, Server Authentication
New > ] User Encrypting File System, Secure Email, Clien...
View 3 E Subordinate Certification Authority <All=
- E Administrator Microsoft Trust List Signing, Encrypting File...
Refresh
Export List. ..
Help
4] | ]

|513ris Certificate Templates snapin
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3. Select the User Template. Right click and Select Duplicate Template. Next, select the option
Windows Server 2008 Enterprise and select ok.

4

Windows 2000
000

B oo

emplate Windows 2000
W AlTasks 3 Windows 2000
By Windows Server 2003 Ent...
Properties
| o] g kel |

eI
Fle Acton View Help
R AIE=IIETEY
4] Certificate Templates (WIN-PTOHC [ Template Display Name =~ Minimum Supported CAs Version [ Intende

5] Administrator Windows 2000 a1
5] authenticated Session Windows 2000 31
) Basic EFS Windows 2000 31
& cA Exchange Windows Server 2003Ent... 1060  Private
) CEP Encryption Windows 2000 41
5 Code Signing Windows 2000 3.1
5 Computer Windows 2000 5.1
) cross Certfication Authority Windows Server 2003Ent...  105.0
& Directory Email Replication Windows Server 2003Ent... 1150  Director
) Domain Controller Windows 2000 41
] Domain Controller Authentication Windows Server 2003Ent... 1100  Client A
] 75 Recovery Agent Windows 2000 6.1
5 Enrallment Agent Windows 2000 4.1
) Enrolment Agent (Computer) Windows 2000 5.1
) Exchange Enrallment Agent (Offine request)  Windows 2000 4.1
T exchange Signature Only Windows 2000 6.1
5 exchange User Windows 2000 7.1
Hpsec Windows 2000 8.1
& 1psec (Offiine request) Windows 2000 7.1
] Kerberos Authentication Windows Server 2003Ent... 110.0  Client A
] Key Recovery Agent Windows Server 2003Ent... 1050  KeyRes
5] ocsp Respanse Signing Windows Server 2008Ent... 1010  OCSP S|
) RAS and 145 Server Windows Server 2003Ent... 1010  Client A
] Root Certification Autherity Windows 2000 5.1
T Router (Offine request) Windows 2000 41
5 smartcard Logon Windows 2000 6.1
) smartcard User Windows 2000 111
] subordinate Certfication Autherity Windows 2000 5.1
T Trust List Signing

101.0

Client A

Bl

Using this template a5 a base, creates a template that supports Windows Server 2003 Enterprise CAs

4. Give the new Template a relevant name and select the Validity and Renewal Periods as required.

Name -«

Template Displa
5| Administra’

| Minimum Supported CAs

| ‘Version I Intende
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Bl Properties of New Template
] Authentica i = =
% Basic EFS lssuance Requirements I Superseded Templates I Extensions I Security I
CAExchan  General | Request Handiing | Cryptography | Subject Name I Server
E‘ CEP Encryp
Code Signit emplate display name:
& cod Template displ
5l computer IUser Certs|
E‘ Cross Cert
E Directory E Minimum Supported CAs: Windows Server 2008 Enterprise tor
E‘ Domain Co
E‘ Domain Co TEIEE T tA
D eFsrecov |UserCers
' Enrollment
' Enroliment
) Exchange|  Validity period: Renewal period:
| Exchange ! I 1 I‘,rears 'I I 6 Iweeks 'l
E‘ Exchange |
E‘ IPSec
 1psec (off ¥ Publish certificate in Active Directory
&
% KKzrbEros A ™ Do not automatically reenroll f a duplicate certificate exists in Active ;A
y Recov Directory ec
F OCsP Resr bsi
an or automatic renewal of smart card cerificates, use the existing key
) ras and For automati | of smart card certificat the exdsting k tA
5 Root Certit if @ new key cannot be created
E‘ Router (Of
] smartcard
] Smartcard
] subardinat
5 Trust List £
5 user ok | Cancel Apply Help
E‘ User Signa
] web Server Windows 2000 4.1
] Workstation Authentication Windows Server 2003Ent... 10L.0  ClientA




netdhreat

5. Under the Security Tab you need to make the following changes to the Domain Users permissions:

6.

Template Display Name =
5| Administra’ ETTE———

Version | Intende

5 EFS Recov
) Enrolment
' Enrolment
E‘ Exchange |
E‘ Exchange !
E‘ Exchange |
) PSec

H 1Psec (Off
5 Kerberos A
E‘ Key Recov
5 ocsp Res
RS and It
) Root Cert
E‘ Router (Of
5 smartcard
5 smartcard
5 subordinat
B Trust List §
@ User

E‘ User Signa

Permissions for Domain Users

T Authentica Properties of New Template B

% BasicEFS  General I Reguest Handling I Cryptography | Subject Name | Server |

| CA Exchan lssuance Requirements | Superseded Templates I Exensions  Security te
E‘ CEP Encry|

) Code signi - Group or user names:

& computer 2, Autherticated Users

5 Cross Cert 2, Admiristrator

]| Directory E 93‘_ Domain Admins (NETTHREAT Domain Admins) tor
) Domain Co %Dcmam Users (NETTHREAT Domain Users)

) Domain Co 53, Enterprise Admins (NETTHREAT Enterprise Admins) t A

5 web server

5 Workstation Authentication

Full Control
Read
Wite LA
Enrol e
Putoenroll S
tA
For special permissions or advanced settings, click Advanced |
Advanced.
Leam about access control and pemissions
ok [ cencel | mpy | Hep |
Windows 2000 4.1
Windows Server 2003Ent... 1010  ClientA

Important : unless all users that you wish to have a User Certificate deployed, have email address
entered in to their account under the general settings menu on AD, you will need to un-tick the
‘Include e-mail name’ in the subject name under the Subject Name menu.

Once the new Template has been saved, you can now select it to be used to issue User
Certificates. To do this, right click on the Certificates Templates and select New/Certificate

Template to Use.

b,_ certsrv - [Certification Authority (Local)\netthreat-WIN-IPTOHCMO079R-CA\Certificate Templates]

File Acton View Help

e 2|a=H

] Certification Authority (Local)

= B%] netthreat-WIN-IFTOHCMO7IR-C)

| Revoked Certificates
| Issued Certificates
| Pending Requests

“| Failed Requests

Mame

| Intended Purpose |

5| Directory Email Replication

5 Domain Controller Authentication
E‘ EFS Recovery Agent

] Basic EFS

E‘ Domain Controller

b Server
mubar
tificate Template to Issue

View » pordinate Certification Authority
ministrator

Refresh

Export List...

Help

il I_'II

Directory Service Email Replication

Client Authentication, Server Authenticatio...
File Recovery

Encrypting File System

Client Authentication, Server Authentication
Server Authentication

Client Authentication, Server Authentication
Encrypting File System, Secure Email, Clien...
<All=

Microsoft Trust List Signing, Encrypting File. ..

Enable additional Certificate Templates on this Certification Authority
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8. Select your new Template from the list and select ok then exit the console.

E_! certsrv - [Certification Authority (Local)\netthreat-WIN-IPTOHCHMO79R-CA\Certificate Templates] _[Of =
File Acton \View Help
=70
L5l Certification toteoi ot LT LS !
LE‘;] &l netthres [N Enable Certificate Templates [ x|
8l Revd Select one Cerfficate Template to enable on this Certification Authority.
“| IssUE  Note: If a certficate template that was recertly created does not appear on this list, you may need to wait unti
| Pend  information about this template has been replicated to all domain cortrallers.
Fallen Al of the certificate templates in the organization may not be available to your CA.
= Certi For more information, see Certificate Template Concepts.

MName | Intended Purpose ;l
E OCSP Response Signing QCSP Signing

%] RAS and IAS Server Client Authentication, Server Authentication

E Router {Offine request) Client Authentication

E Smartcard Logon
& Smartcard User
& Trust List Signing

Client Authentication, Smart Card Logon
Secure Email, Client Authentication, Smart Card Logon
Microsoft Trust List Signing

Client Authentic

E User Signature Only Secure Email, Client Authentication

T2 Workstation Authentication Client Authertication
4| | »
coes_|
J [ ]

Setting up the Group Policy

1. To start the Group Policy Manager Console either type in the run console gpmc.msc or go to

2.

Start/Administrative T

ool/Group Policy Management.

Expand the Domains, then right click and select Create a GPO in this domain as below.
If you only want to auto enrol User Certificates for a specific AD group then you will need to
create a New Organizational Unit and make sure the Users are moved to that OU in Active

Directory.
£ Group Policy Management _________________________ M=K
2 File  Action View Window Help |_|5||1|

&9 |=c | H&E

_.;g Group Policy Management

Group Policy Management
=] _i\‘ Forest: netthreat.local

Bl [ Domains TokiE |
5] ethreat o= : |
Eﬁ gﬂes Create a GPO in this domain, and Link it here...

Link an Existing GPO...
Block Inheritance

56 Group Paolicy Mo
4 Group Policy Re:

Group Policy Modeling Wizard...
New Organizational Unit

Search...

Change Domain Controller...

Remove

Active Directory Users and Computers...

Mew Window from Here

Refresh

Properties

Help

Create a GPO in this domain and link it to this container
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3. Name the GPO as below.

E Group Policy Management

nets

J[=] 3]
& File Action View Window Help | &=
¢ o=l
_% Group Policy Management Group F'olic]r Managemem
=] ﬁ Forest: netthreat.local
Conterts |
El (55 Domains
2 netthreat.local Name * |
| Sites ) ) Forest: netthreat local
sk Group Policy Modeling
1+ Group Policy Results
Name:

IDumain User Certs|

Source Starter GPO

I{nane}

4. Once created, right click and select Edit, then browse to User Configuration/Windows
Settings/Security Settings/Public Key Policies

E Group Policy Management Editor

File Action View Help

P[] ES|

€9 s = HE

_EJ' Domain User Certs [WIN-IPTOHCMO79R. NETTHREA®
= i Computer Configuration
| Polides
| Preferences
= 4 User Configuration
=[] Polides
| Software Settings
=[] Windows Settings
| Scripts (Logon/Logoff)
= E Security Settings
[= | Public Key Polides
| Enterprise Trust
| Trusted People
| Software Restriction Policies
(23] Folder Redirection
Policy-based QoS
% Internet Explorer Maintenance
| Administrative Templates: Policy definiti
Preferences

Object Type
| Enterprise Trust
| Trusted Peaple

ient - C e Enrollment Poli
[F Certificate Services Client - Credential Roaming

[F Certificate Services Client - Auto-Enrolment

|
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5.

7.
8.
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On the Certificate Services Client — Certificate Enrollment Policy right click and select Properties,
and set to Enabled then apply and ok.

Certificate Services Client - Certificate Enrollment Policy Prope..JEl

Enrollment Policy |

Configuration Model: Enabled =
rCertificate enrollment policy list
Default | MName | Automatic Enrollment
Active Directory Enrollmen... Enabled

Add... Remove... Properties |

r—Additional certificate enrollment policy configuration

[ Disable user configured enrolment policy servers

Learn more about enrollment policy servers

Now do the same for Certificate Services Client — Auto- Enrollment and set as below:

Certificate Services Client - Auto-Enrollment Properties [ 7]

Enrollment Policy Configuration

Enroll user and computer certificates automatically

Configuration Model: IEnabled j

¥ Renew expired certificates, update pending certificates, and remove
revoked certificates

V¥ Update certificates that use certificate templates
¥ Expiration notification
Show expiry notifications when the percentage of remaining certificate
lifetime is
10 =i LT

Learn mere about Automatic certificate management

Ok I Cancel I Apply |

Once configured apply and exit the Group Policy Management console,
To push the policy out to the Domain Users, run the gpupdate /force command from the command
prompt. They will then be issued their User Certificate next time they log on to the Domain.
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Exporting and Importing the User Certificate
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1. To Export the User Certificate go to MMC and add the snhap-in for Certificates and select ok.

a Consolel - [Console Root]

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

] Console Root

extensible snap-ins, you can configure which extensions are enabled.

=]

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

2. Browse to Personal and right click on your Certificate and choose export.

Available snap-ins: Selected snap-ins:
- E Root
Snap-n Vendor s [ console Root Edit Extensions. .. .
=] ActiveX Contral Microsoft Cor... CErhﬁGt&s - Current User Remove re Actions
Auﬂ'lorizah'un Manager Microsoft Cor... =
ol Certificates Microsoft Cor... |E
. Component Services  Microsoft Cor., Move Up
ECumputEr Managem... Microsoft Cor...
HDEViCE Manager Microsoft Cor... =
=4 Disk Management Microsoft and...
gEvent Viewer Microsoft Cor...
"I Folder Microsoft Cor...
EJGruup Policy Object ... Microsoft Cor...
tl Internet Informatio...  Microsoft Cor...
(Pinternet Informatio...  Microsoft Cor...
Frscanytr oot

Consolel - [Console Root\Certificates - Current User\Personal\Certificates]

File Action View Favorites Window Help

=
4

«

Console Root Issued By Expiration Date  Intendied Purpq
Certificates - Current User - »
ol " netthreat-WIN-IPTOHCMO79R-CA___05/01/2019 [Ty | Certificates -
4 (7] Personal Open -
[ Certificates More Actions »

&[] Trusted Root Certification All Tasks Open -
1 [ Enterprise Trust

» [ Intermediate Certification Cut Request Certificate with New Key... 4
1 [ Active Directory User Obje Copy Renew Certificate with New Key...

b [ Trusted Publishers Delete

b [ Untrusted Certificates Advanced Operations e

i [ Third-Party Root Certificat Properties Eport®

i [ Trusted People

= Help
1+ [ Centificate Enroliment Req
1 (] Smart Card Trusted Roots
w vl w v

Export a certificate
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3. Choose Yes export the Private Key:

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to expert the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(@ Yes, export the private key

() No, do not export the private key

Learn more about exporting private keys

[ < Back ][ Next = ][ Cancel

]

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary %.509 (.CER)
Base-64 encoded X. 509 {.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible
@ Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible

|| Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

==l

< Back ][ MNext = ][ Cancel

Copyright © 2018 NetThreat Ltd
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4. Select the Include all Certificates in the certification path and Export all extended properties.
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5. Give the Certificate a password and then save to a relevant folder.

Certificate Export Wizard (23]

Password
To maintain security, you must pratect the private key by using a password.

Type and confirm a password.

Password:

Type and confirm password (mandatory):

[ <Back | mext> | [ cancel |

To Import the Certificate, this may be different depending on the browser used. For I.E and Chrome
you can right click the certificate and select Install PFX and go through the wizard.

Install PFX
7-Zip
CRC SHA

For Firefox go to Options /Privacy and security/View Certificates and select the Your Certificates tab
and Import.

Certificate File to Import (e
o~ X
SIS [ B Desktop » + [ #| [ Search Desktop Pl
Organize ~ New folder =~ [l @
Your Certificates Peaple Servers| P - N'mE ) } Size kemtype
P Deskiop |\ WatchGuard Health Check Goodman Jones ... File folder
You have certificates from these organisation: 8 Downloads | SenicReader-v0.7-bin File folder
%5l Recent Places |\ SonicReader-v0.7-win File folder
Certificate Name Security 1! House Pictures now File folder
2SonicWALL Inc. 4 Libraries | SonicReader File folder
SonicWALL Firewall DPI-SSL Saftware Sa %) Documents I Sweeney Kincaid File folder
o Music |, Domain CA for SRA File folder
[ Pictures |\ Faroe-Petroleum File folder
B videos | Preston Reason File folder
| S5L VPN Certificate Document File folder |~
% Homegroup |\ NetThreat File folder
15} myusercert.pfx 5KB Personallm
/8 Computer ' i J C
File name: + | PKCS12 Files (".p12;".pfx) -
View... Backup... Backup All... Import... Delete...

oK

Copyright © 2018 NetThreat Ltd



netghreat

thinking security

Connecting to the SSL VPN Portal and NetExtender / Mobile Connect

1. Browse to the SSL VPN Portal from your browser. Select the domain created earlier and select
Login.

SONICWALL virtual Office

Welcome to the SonicWall Virtual Office

to your corporate network from anywhere on the Internet.

Username:

Password:

Domain: | yetThreat Cert EI

LOGIN

2. You will now be prompted to the select the Users Certificate, choose the Certificate and ok.

User Identification

This site has requested that you identify yourself with a certificate:
193.248.150.124:443

SONICwALEl -
Issued Under: "Starfield Techneologies, Inc.”
Welcome to the S¢)
Choose a certificate to present as identification:
to your corporate netwl|| | jon [1B:07:D8:FA:00:00:00:00:00:39] ']

Details of selected certificate:

Issued to: Ezjon@netthreat.local, CM=jon, OU=55L VPN

Users, DC=netthreat, DC=local

Serial number: 1B:07:D8:FA:00:00:00:00:00:39

Valid from 05 January 2018, 13:48:48 to 05 January 2019, 13:48:48
Key Usages: Signing,Key Encipherment

Email addresses: jon@netthreat.local, jon@netthreat.local
Issued by: CN=netthreat-WIN-IPTOHCMOTSR-

AR e Re o

Remember this decision
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3. You will now be successfully logged in to the SSL VPN Portal as below.

SONICWALL" virtual Office

| Legout

User:jon Session Status: Active

Welcome to the SonicWall Virtual Office

SonicWall's Virtual Office provides easy and secure remote access to the corporate network from anywhere on the Internet.

Click a pre-defined bookmark or create your own to securely access a corporate network resource.

Launch MetExtender to create a secure network connection to the corporate network for full network access.

Show bookmarks: All

& Firewall admin
Secure Web (HTTPS)

i+ test rdp 32bit
Terminal Services (RDP)

NetExtender @
Disconnected
Click to connect

Show Edit Controls

B testrOP
Terminal Services (RDF)

hreat
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4. Using NetExtender or Mobile Connect, enter your Public IP address or FQDN in to the Server entry.
Add your username and the Domain (this is case sensitive). There is no need to enter anything in
the password details (unless using with another Domain that has Enable Client Certificate Check

enabled).

Save user name & password if server allows %

wocee B o WO W ke

SONICWALL | NetExtender

Server: 193248150.124 "

Username: jon
Password:

Domain: MetThreat Cerf

« Connect

© 2017 SonicWall Inc.

Copyright © 2018 NetThreat Ltd
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5. You will be prompted for the Certificate to use, select and click ok.

1M Netbctender

SONICWALL | Netextender

Issued to:

Client Certificate 3

Issued by:

CA

netthreat-WIN-
IPTOHCMO79R- details. ..

Ok  Cancel

o+~ 0

B F01T SonicWall Inc.

6. You will now be connected to NetExtender.

M, Netbtender

SONICWALL | NetExtender

User: jon Connected: 0 Days 00:00:22

I status | Routes DNS

Server: 193.248.150.124

Client IP:  192.168.200.100
Sent: 26.83 KB
Received: 4.57 KB
Throughput: 82 bytes/Sec
x Disconnect
o 4 0 & [ ©2017 SonicWall inc.
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