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le users to change expired Passwords on SonicWall UTM Appliances using

This document is created based on 6.5 firmware but the procedures are the same with previous
versions of SonicOS.

To enable password changes the SonicWall and the Server need to use MSCHAPV2.

It is recommended to use LDAPS 636 for the communication between the SonicWall and the AD
Server(s).

Check also if any other Application is using the default RADIUS ports on the server by doing a netstat
-ab from the command prompt, if UDP 1812 and 1813 are already listed you will need to change on
the NPS Radius Client Advanced settings and the SonicWall RADIUS Settings.

This document presumes you have already set up the LDAP(S) connection between the SonicWall
and the Server. If not refer to this document on the link below first

https://www.sonicwall.com/en-us/support/knowledge-base/170707170351983

Setting up the Server(s)

@ MNetwork Policy Server
File Action View Help
= 2D H

We will need to Install NPS if not already installed, to do this go to Server Manager, select Add
Roles and Features and Select Network Policy and Access Services, continue with the Wizard
only selecting Network Policy And Access Services.

Run the NPS by going to either Server Manager / Tools / Network Policy Server or by selecting from
the Start Menu / Windows Administrative Tools / Network Policy Server.

To start we set up the Radius Client, in our case the connecting IP address which will be the
SonicWall LAN IP, right click on RADIUS Clients and select new, give it a name, enter your required
IP and a Shared Secret of your choice.

- O x New RADIUS Client >

Settings  Advanced

Enable this RADIUS client

& NP (Local) RADIUS Clients and Servers o
v [ RADIUS Clients and Servers . | Select an existing template:
B RADI ADIUS Clients
= New
5 Remot
v [5] Policies Refresh ADIUS clients allow you to specify the network access servers, that provide access to your network Name and Address
| Conne Friendly name:
| MNetwe Help l Configure RADIUS Clients n Leam more |SnnicWaI| LAN IP |
;l':' ?‘“’”‘”t‘"gM Address (IP or DNS)
emplates Management
= e ? Remote RADIUS Server Groups [17218322 || verfy..
Remote RADIUS server groups allow you to specify where to forward connection requests when the local NPS Shared Secret
server is corfigured as a RADIUS proxy. Select an existing Shared Secrets template:
None -
n Corfigure Remote RADIUS Server Groups n Leam more

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive

@) Manual () Generate
Shared secret

Corffirm shared secret:

Cancel
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4. Once loaded we need to create the Connection Policy and the Network Policy, right click on the
Connection Policies in the Policies section and select New.

€ Network Policy Server - ] x
File Action View Help

e nEH=E

& o [raae
|| RADIUS Clients and Servers|
e I?o.li(ie; Connection Request Policies
| = Connectic -~ =
7] Network F ction request policies allow you to designate whether connection requests are processed locally or
. ded to remote RADIUS servers.
‘EI Accounting Refresh
W Templates M:
Help
E3 Configure Connection Request Policias n Leam more
Network Policies
Network policies allow you to designate who is authorized to connect to the netwark and the circumstances under
which they can or cannot connect.
n Configure Metwork Policies n Leam more
< >

5. Give the Connection Policy a name.

MNew Connection Request Policy *
You can specify a name for your connection request palicy and the type of connections to which the policy is applied

! Specify Connection Request Policy Name and Connection Type

Policy name:
S5L VPN Policy]

Metwork: connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Vendor specific, but neither is required. i your network access serveris an 802.1X authenticating switch or wirsless access point,
select Unspecified.

(®) Type of network access server:
Unspecified ~
(") Vendor specific:

10 =

Previous Finigh Cancel
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6. Specify the conditions to connect, in this case we chose the NAS IPv4 Address and enter the IP
address of the SonicWall LAN IP which is on the same subnet as the server.

Specify Conditions
Specify Conditions *

Specify the conditions that determine whether this connedtion request policy is evaluated for a connection request. Al
spedify the conditions that determine whether this connection request policy is evaluated for a connection reguest. A minimum of one condition is requirad.
3 minimum of one condition is required.

% Conditions:
Condition Value
L MNAS IPv4 Address 17216322
Called Station ID 2
The Called Station 1D condition specifies & character sting that is the telephone number of the network. access server
[NAS) You can use pattern matching syrtax to specity area codes
NAS Identifier
L:’_En The Ma5 |dentifier condition specifies a character shing that iz the name of the network access server [NAS) You Condition description:

can use pattern matching syntax to specify NAS names.

- NAS IPv4 Address
Th P Addr

-

the IP ad|

LR (s ]
C?Bjﬂs The Ne NAS IPv4 Addlress % |has vou can use [ aaa || Em Remove

pattemn

NASP| Specifythe IPvd address of the network access server sending the access
% The N4 request message. You can use pattem matching syrta analog phone ines,
ISDM, v

Previous Mext Finish Cancel
[17216322] |

e
) w

Remove

Previous Mext Finish Cancel

7. Leave the Authentication settings and Methods as Default.

New Connection Request Policy x New Cennection Request Palicy b

Spedfy Connection Request Forwarding A‘r Specify Authentication Methods

Configure ane or more authentication methads required for the connection request to match this policy. For EAP

The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers in a authentication, you must configure an AP type.

remote RADIUS server group.
[[]Overide netwark policy authentication settings

These authentication setings are used rather than the constraints and authentication settings in network palicy.
If the policy conditions match the connection request, these settings are applied.

EAF types are negofiated between NPS and the client in the order in which they are listed

Settings: EAP Types:
F ding C clion Move U
H:';::stmg onne Specify whether connection requests are processed locally, are forwarded to remote e
RADIUS servers for authentication, or are accepted without authentication. Move Down
d Add Edit Remove
.EI Aceounting (®) Authenticate requests on this server

Less secure authentication methods:
Microsoft Encrypted Authentication version 2 (MS-CHAPv2)
User can change password after it has expired

Forward requests to the following remate RADIUS server group for authentication:

i d> N Microsoft Encrypted Authentication (MS-CHAP)
Lo e Usercanchange pasawordsfrt s eored
() Accept users without validating credentisls Encrypted authentication

Unencrypted authenticatior . SPAP)
Allow clients to cannect without negotiating an aUthentication method

Previous Finish Cancsl v LD Gl
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8. You don't need to add any Attributes just select next and finish.

Mew Cennection Request Policy x Mew Connection Request Policy

‘ Configure Settings
NP5 applies settings to the connection request if all of the connection request policy conditions forthe policy are

matched.

" . Completing Connection Request Policy Wizard

Configure the settings for this netwarlke policy. You have successfully created the following connection request policy:

If conditions match the connection request and the policy grants access, settings are applied.
S5L VPN Policy
Settings:
i Policy
Specify aRealm Name Select the attributes to which the following rules will be applied. Rules are processed in

Condition Value
iNAS IPv4 Address  172.16.32.2

the order they appear in the list.

RADIUS Attributes

@ Slandard Attribute Called-Station-Id ~
Wendor Specific Rules
Find Replace With Add
Edit )
Policy
Remove Condtion Value
Authertication Provider Local Computer
Move Up
Move Down

To close this wizard, click Finish.

| [ oo s ==

9. Next, we need to set up the Network Policy like the previous one right click and select New.

€ Network Policy Server - O x

File Action View Help

= xE HmE

eu MPS (Local) Network Policies
5 [ RADIUS Clients and Servers
~ I_EJ Policies
[ ] Connection Request Po
) Network Polici=r

Network policies allow you to designate whao is autherized to connect to the netwark and the circumstances
under which they can or cannot connect.

‘-ﬁ Accounting MNew Status Processing Order  Access Type S
» ! Templates Mana Export List to Microsoft Routing and Remote Access server Digabled 1 Deny Access L
to other access servers Disabled 2 Dery Access L
View
Refresh

"E sodmesssees
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10. This time under the condition we select User Groups.

Mew Network Policy *

You can specify a name for your network policy and the type of connections to which the policyis applied. Specify the conditions that determine whether this netwerk policy is evaluated for a connection request. A minimum

of ane condition is required.

! Specify Network Policy Name and Connection Type ! Specify Conditions

Policy name: Select condition x
S5L VPN Network Policy| |

Select a condition, and then click Add.
Network connection method Graups (o)
Select the type of network access server that sends the connection request to MPS. You can select either the network access server

wo®  Windows Groups
r);e anVent:Ia?:rfS:dec:ﬂc, but neither is required. K your network access server is an 802 1X authenticating switch or wireless access point, E\B The “Windows Groups condition specifies that the connecting user or computer must belang to one of the selected
select Unspeci groups.

Machine Groups
The Machine Groups condition specifies that the connecting computer rust belang to one of the selected graups.

(®) Type of network access server

Unspecified v
() Vendor specific: Dray and time restrictions
0 - Ty Day and Time Restiictions

Dray and Time Restrictions specify the daps and times when connection attempts are and are not allowed. These
restictions are based on the time zone where the NPS server is located

Connection Properties

v
e conce
Previous Finish Cancel
I Add Edit Remaove
Previous Next Finish Cancel
11. We choose the group which has all our SSL VPN users in.
lew Network Polic x New Metwork Palicy ps
- oo | U 3 X _ o
Specify Conditio| Specify Conditions
Spedify the conditions thal Specify the group membership required to match this policy. | minimum Q Specify the conditions that determine whether this network policy is evaluated for a cennection request. A minimum
2 of one condition is require| 3 of one condition s required.
Groups
S Conditi
Select a condition, and then click Add. Condtion Value
Groups A & User Groups NETTHREATM\SSL VPN Users
Windows Groups
The Windows Groups condition spe
graups
I Machinel
Select Group X Remove
Select this object type: oK Cancel l
‘GR’UD ‘ Object Types
From this location:
‘Netthreat local ‘ Locations.. and are not dlowed. These
Enter the object name to select (sxamples): v Condition description:
SSLVPN Users thedc Nemes The User Groups condition specifies that the connecting user must belong to one of the selected groups.
==
Povances Cored | ko |1 B[ Renove £ o
Previous Mext Finish Cancel Previous Next Firish Cancel
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12. Select Access Granted and select the Authentication Methods as below MSCHAP and MSCHAPV2.

Mew Network Policy

Specify Access Permission
* Configure whether you want to grant network access or deny netwark access if the connection request matches this|

policy.
(®) Access granted

Grant access f client connection attempts match the conditions of this palicy.

(O Access denied
Deny access ff client connection attempts match the conditions of this policy.

[ Access i determined by Liser Dialin properties fwhich ovenide NPS policy)
Grantt or deny access according to user diakin properties f client connection attempts match the conditions of this policy.

Previous Finish Cancel

Mew Metwork Policy

Configure Authentication Methods

Configure one or more authenticaticn methods required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type.

EAP types are negotiated between MPS and the client in the order in which they are listed.

EAP Types:

Move Up

Move Down

Add.. Edit... Remove

Less secure authentication methods:
Microsoft Encrypted Authentication version 2 {MS-CHAP-v2)
User can change password after it has expired
Microsoft Encrypted Authertication (MS-CHAP)
User can change password after it has expired
[ Encrypted authentication (CHAP)
[] Unencrypted authertication (PAP, SPAP)
[[] Allow clients to connect without negotiating an authentication method.

Previous Finigh Cancel

13. On configure Constraints and Configure Settings leave as default.

if you do not want to configure constraints, click Next.

Corffigure the constraints for this network palicy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:

New Netwaork Policy X New Network Policy X
Configure Constraints Configure Settings
* Constraints are additional parameters of the netwark palicy that are required to match the connection request. If a Q NPS applies settings to the connection request if all of the network palicy conditions and constraints for the policy ar
E constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional; ; matched.

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Specify the maximum time in minutes that the server can remain idle before the connection
is disconnected

%, Session Timeout [ Disconnect after the maimum idle time
1] Called Station 1D

@
s Day_ar_vd time
restrictions

i 5

T NAS Fort Type

Previous Frish Cancel

To send additional attributes to RADIUS clients, select a RADIUS standard attribute. and
then click Edit. if you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documertation for required attributes.
Wendor Specific
Routing and Remote
Access
#hy Muliink and Altributes:
B andwidth Allocation
Frotacol (B4F] Hame Value
Framed-Protocol FFP
‘F IP Fiters Service-Type Framed
g Encryption
*f, IP Settings
Add... Edit Remove

Previous Finish Cancsl
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14. Next Check the Settings are correct and the Finish.

New Network Policy X

: ! Completing New Network Policy

You have successfully created the following network policy:
S5L VPN Network Policy

Policy conditions:

Condition Value

ilser Groups  WETTHREAT.SSL VPN Users

Policy settings:
Condition Valus K
Authentication Method EAP OR M5-CHAP w1 OR MS-CHAP v1 (User can change password after it has expir...
Access Pemmission Grant Access
Framed-Protocol FPP
Service-Type Framed
lgnore User Dial-In Properties False
Evtensihle & therticatinn Protacnl Methad — Micmenft Sarred o A (EAPMSCHAP 42\ ha

To close this wizard, click Finish.

Previous Next Cancel

15. We need to register NPS in Active Directory, Select Action from the top menu and then Register
server in Active Directory.

€ Metwork Policy Server

- [m] x
File | Action View Help
= Impaort Configuration

Stop NPS Service
icy Server (NPS) allows you to create and enforce organization-wide network access policies for

v E Register server in Active Directory equest authertication, and connection request authorization.
Properties
Help figuration a

> My lemplates Management
Select a configuration scenario from the list and then click the link below to open the scenario wizard.

RADIUS server for Dial-Up or VPN Connections ~

RADIUS server for Dial-Up or YPN Connections
When you corfigure NPS as a RADIUS server for Dial-Up or VPN connections, you create network policies that
allow NPS to authenticate and authorize connections from Dial-Up or VPN network access servers (also called

RADIUS clerts).
B Configure VPN or Dial-Up B Lemmore

Advanced Configuration -
Templates Configuration -

< >

Register server in Active Directory
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16. Next, we need to disable the Default Policy Profiles, it is the same procedure for the Connection and
the both the default Network Policies, right click on the policies and select Disable.

@ MNPS (Local) MNetwork Policies
> [] RADIUS Clients and Servers
v [=[ Policies [ MNetwork policies allow you to designate who is authorized to connect to the network and the circumstances

Glc ction R P under which they can or cannot connect.
onnection Request Po

1 Netwaork Policies
!h Accounting Palicy Name

Status Processing Order  Access Type 5

» My Templates Management E’SSLVPN Metworle Policy Enabled 1 Grant Acce... L
Connections to Microsoft Routing and Resata cablad s D Deny Access |
i} Connections to other access servers Mave Up 3 Dery Access L
Move Down
Disable

Rename
Condttions - If the following condtions are

Duplicate Policy

Condition Value Properties

MS-RAS Vendor ID 3118
Help

@ Network Policy Server
File Action View Help

s nElHE

€ NPS (Local) Connection Request Policies

5 [ RADIUS Clients and Servers
¢ Connection request policies allow you to designate whether connection requests are processed locally or

v I_EJ Pelicies
- forwarded to remote RADIUS L
i/ Connection Request Po =) e o remets servers

71 Metwork Policies

'.g Accounting
> Ml Templates Management

Policy Name Status Processing Order  Source
I Enabled 1 Unspeciisd
sl 2

& Windows authertication for all users

Move Up

Move Down
Disable
Renamne -

Conditions - f the following conditions are Duplicate Palicy

Condition Value Properties

Day and time restrictions  Sunday 00:00-2 Help 10:00-24:00 Wednesday 00:0...

17. Once you have configured everything, | would recommend restarting the NPS Service after any
changes, you can do this by right clicking on the main NPS icon and selecting Stop NPS Service, wait

a few seconds for it to refresh then select Start NPS Service.

@ Metwork Policy Server
File Action View Help

«= |5 H
€ NPS (Lo -
v [7] RADI Import Configuration

g3r Export Configuration

IR
o Start WPS Service

v =] Polic
=l Stop NPS Service
N Register server in Active Directory
‘.g Acco .
o iy Temy Properties
View ¥
Help

18. That's the Server side set up, you can repeat on a backup server if needed.
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1. To Set up the SonicWall to enable Password changes we first need to go (in Classic Navigation
Mode) Users / Settings / Authentication and Select Configure RADIUS, then ADD, enter your
Servers IP address and the Shared Secret chosen to match the one entered on the NPS RADIUS

Client.

RADIUS Users Test

General Settings

Status Host Name/IP Address

Add server

SR Advanced

Host Name or [P Address
Shared Secret:

Confirm Shared Secret

RADIUS Servers Settings

T
RADIUS Server Timeout (seconds): 5
Retries: 3

Port Enable

Periodically check RADIUS servers that are down
Force MSCHAPV2 maode

172.16.32.88 Port 1812

sessssesse

sssssscses

SAVE ‘ ‘ CANCEL

2. Next select RADIUS Users and set to Use LDAP to Retrieve User Names, to test go to Test and
check the connectivity and authentication, if you have any errors check the Firewall on the Server and
the User is in the relevant Group under the Local User and Groups / Local Groups / SSL VPN
Services / Members.

Settings

RADIUS User Settings

O anow only users listed locally

RADIUS Users

Test

Mechanism for looking up user group memberships for RADIUS users:

7 Use vendor-specific attribute on RADIUS server
' Use RADIUS Filter-ld atiribute on RADIUS server

@ Use LDAP to retrieve user group information

O Local configuration only

CONFIGURE...

Default user group to which all RADIUS users belong:

--Select a user group-—- -

Test RADIUS Settings

To testthe RADIUS settings selectthe test, enter a user name and password that is valid on the RADIUS
server if relevant, and then click the Test button. Mote that this will apply any changes that have been made

Select servertotest  172.16.32.868 -

Test @ Connectivity & Password authentication © CHAP ) MSCHAP © MSCHAPv2
| TEST
Test Status:

RADIUS server responded.

Settings RADIUS Users Test

Test RADIUS Settings

To testthe RADIUS settings selectthe test enter a user name and password that is valid on the RADIUS
server if relevant, and then click the Test button. Mote that this will apply any changes that have been made

Selectservertotest  172.16.32.88 ~

Test ©) Connectivity ) Password authentication ) CHAP ©) MSCHAP @ MSCHAPW2
Password:
User: preston
(1T IITII1L])
| TEST
Test Status:

RADIUS Authentication Succeeded
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The last thing you need to do is under the SSL VPN Server settings is to change the RADIUS User
Settings to use RADIUS with MSCHAPV2 this is in case you already have users connected to the SSL
VPN it may force them to reconnect.

RADIUS User Settings

Use RADIUS in ) MSCHAP @ MSCHAPY2 mode (allows users to change expired passwords)

m

SSL VPN Client Download URL

Now that all the settings are in and working, we can now check the Changing of expired Passwords
will work.

First check that you can connect and authenticate as expected using SonicWall Netextender or
mobile connect.

Now go in to AD Users and Computers and set the Users password to expire on next logon like below

preston Properties ? *
Member Of Diglin Environment Sessions
Remote control Remote Desktop Services Profile COoOM=

General Address Account Profile Telephones COrganization

User logon name:

|preston | @Netthreat local ~

User logon name (pre-Windows 2000):
[NETTHREAT. | [preston

Logon Hours. .. Log On To...

[ Unlock account

Account options:

User must change password at next logon £
[ User cannot change password

[ Password never expires

[ Store paseword using reversible encryption w

Account expires

(®) Never
() End of:

n

07 March 2019

Cancel Foly Help
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7. When you login again with Netextender with your password you will be prompted with the Change
Password popup

SONICWALL | Netextender SONICWALL | Netextender

Change Password x

& You must change your password before connecting.

0Old Password: ssssssssse
New Password: EITTT YY) annecting___
New Password (again):  ssessssses Changing password...

Ok Cancel

8. You should now be connected, if you have any issues connecting, the best place to look is on the
Server on the Event Viewer under Server Roles / Network and Access Policies, it could be to do with
your Domain Password polices especially if you are trying to use a previously used password.

@ Event Viewer (Local) Network Policy and Access Services Number of events: 80 () New events available
v _‘—# Customn Views
~ [ ServerRoles

“F  Number of events: 30

“F Active Directory Certil || | eye| Date and Time Source EventID Task Category &
T Active Directory Dom | 3 ¢ mation 30/01/2019 17:25:05 Microsoft Windows sec.. 6272 Network Policy Server
T DNS S o
ETver . Information 30/01/2019 17:24:22 Microsoft Windows sec... 6273 MNetwork Policy Server
"I Network Policy and A ¥
F Remote Desktop Serv (i) Information 30/01/2019 17:24:22 NP5 4400 Mone
T Administrative Events I1 Information 30/01/2019 17:15:33 Microsoft Windows sec... Network Policy Server w

’ - Windows Logs Event 6273, Microsoft Windows security auditing. x
» L Applications and Services Lo|
_;j Subscriptions General Details
Connection Request Policy Name:  Use Windows authentication for all users ~
MNetwork Policy Name: Secure Wired (Ethernet) Connections
Authentication Provider: Windows
Authentication Server: WIN-PPK367VFOOD. Netthreat.local
Authentication Type: MS-CHAPv2 CPW
EAP Type: =
Account Session |dentifier: =
Logging Results: Accounting information was written to the local log file,
Reason Code: 17
Reason: The user could not change his or her password because the new password did not meet the password
requirements for this network.
v
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