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 Gateway AntiVirus scans tra�  c to identify and block known viruses and other malware

 VIRUSES, WORMS, AND TROJANS ARE STOPPED AT THE GATEWAY

■  Scans all major protocols, including HTTP, HTTPS, FTP, TCP, UDP, SMTP, and POP3 to block all types of malware.

■  Email tra�  c is scanned at the gateway to stop threats before they gain access to your servers and execute their 
dangerous payloads.

■  Suspect email can be � agged to go into quarantine, where administrator can restrict access or allow users 
to review quarantined � les through automatic email alerts.

■  Provides safer web browsing by preventing the download and execution of malicious code.

 HIGHLY EFFECTIVE SCANNING

■  Incorporates highly rated scanning engine from industry-leader AVG Technologies.*

■  Signature database can be con� gured to check for updates hourly, ensuring timely, far-reaching coverage.

■  Dynamic heuristic analysis uses code emulation to identify polymorphic viruses and dangerous code that 
signatures can’t catch. 

■  Compressed and encoded � les are decompressed for inspection, with wide compression support including 
.zip, .gzip, .tar, .jar, .rar, .chm, .lha, .pdf, XML/HTML container, OLE container (Microsoft O�  ce documents), .cab, 
.arj, .ace, .bz2 (Bzip), .swf. 

■  Bu� ered scanning process ensures optimum performance for in-line HTTP scanning.

 COST-EFFECTIVE VIRUS SCANNING

■  Provide network-wide protection for all users con� gured behind your WatchGuard XTM � rewall with a single 
Gateway AV subscription. 

■  Purchase Gateway AV bundled with our suite of powerful security subscriptions for even greater savings. 

Gateway AntiVirus (Gateway AV) 

works in tandem with the application 

layer content inspection of the 

WatchGuard XTM solution to provide 

real-time protection  against known 

viruses, trojans, worms, spyware, 

and rogueware. 

Why add a Gateway AV subscription?

Gateway AV scans tra�  c on all major 

protocols, using continually updated 

signatures to detect and block all 

types of malware. 

Running this anti-virus solution at 

the gateway puts another layer of 

protection in front of other anti-virus 

products running on desktops and 

servers for even greater defense 

in-depth. 

Earth-friendly technology

It’s easy to 
boost protection 
where you need 
it most – at the 
gateway – by adding 
a subscription for 
Gateway AntiVirus.     

Gateway AntiVirus 
An integrated security subscription for WatchGuard® XTM appliances

 Datasheet

*Independent lab testing found AVG to have greater than 90% reactive detection rate (Virus Bulletin RAP test results: Feb-Aug 2010 www.virusbtn.com



Buy the Bundle and Get the Works
Get everything you need for complete threat management in one 
convenient package with a Security Bundle from WatchGuard. Each 
Bundle includes:

■  Choice of WatchGuard XTM appliance

■  Application Control*

■  Reputation Enabled Defense* 

■  WebBlocker 

■   spamBlocker 

■  Gateway AntiVirus 

■  Intrusion Prevention Service 

■   LiveSecurity® Service for 24/7* *technical support, hardware 
warranty, software updates, and threat alerts

Get a complete solution at an excellent price, with no additional fees, 
contracts, or hardware to purchase. 

Got the Box? Get the Software Suite
If you already have a WatchGuard XTM appliance, turn it into a 
complete threat management solution with the Security Software 
Suite. The Suite includes all the security subscriptions listed above.  
(Suite does not include appliance.)

One-year, two-year, and three-year subscription packages are available for 
the Security Bundle and the Software Suite.

*Reputation Enabled Defense and Application Control are available for XTM appliances only.  
**Technical support hours/days for XTM 2 Series appliances are 12/5.

All-in-One Security Solution

WatchGuard XTM appliances combine with 
powerful security subscriptions to o� er 
comprehensive protection from malware. 
All security capabilities are managed from 
one intuitive console, with centralized 
logging and reporting features for an 
up-to-the-minute view of network security 
activity.

Because the threat landscape is always 
changing, WatchGuard XTM solutions are 
designed to be able to easily add new 
network defense capabilities through 
security subscriptions, so costly hardware 
upgrades are not necessary. 

Fully Integrated Security for Comprehensive Protection

Managing Security Subscriptions Is Easy
All security functionality  on your WatchGuard XTM solution, including 
Gateway AntiVirus, can be managed from a single intuitive console for 
maximum e�  ciency and ease of use. 

■   Security activity identi� ed by a service is logged and stored for 
easy reporting so you can take immediate preventive or corrective 
action. 

■   All management tools, including rich reporting and monitoring, 
are included with your WatchGuard appliance purchase. There is 
no additional hardware or software to buy. 

Other WatchGuard Security Subscriptions
WatchGuard o� ers a full suite of security services to boost protection in 
critical attack areas. Along with Gateway AV, subscriptions include: 

■   Application Control* keeps unproductive, inappropriate, and 
dangerous applications o� -limits.

■   Reputation Enabled Defense* is a powerful cloud-based URL 
reputation lookup that protects web users from malicious web 
pages, while dramatically improving web processing throughput.  

■   WebBlocker URL and content � ltering, with HTTP and HTTPS 
inspection, allows you to control access to sites that host 
objectionable material or pose network security risks. 

■   spamBlocker blocks nearly 100% of unwanted email in real time 
before it can reach your internal mail server or client. 

■   Intrusion Prevention Service provides protection from attacks 
that comply with protocol standards but carry malicious content.

FREE
30-day

trials
Get free 30-day trials of Gateway AntiVirus, Application Control*, Intrusion Prevention Service, Reputation Enabled Defense*, 
spamBlocker, and WebBlocker. Contact your reseller for details.
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