
Allowing sensitive or confidential data to fall into the hands of outsiders 
has serious consequences for your business. Whether it happens 
accidentally or with malicious intent, a data breach can mean costly  
fines for compliance violations, loss of consumer confidence, and a 
tarnished brand. 

WatchGuard Data Loss Prevention is a uniquely comprehensive service 
for the WatchGuard UTM platform that helps keep private data private. 
It’s affordable, easy to configure, and integrated into WatchGuard’s 
award-winning XTM family of network security solutions. 

WatchGuard DLP prevents data breaches by scanning text and common file types to detect 
sensitive information. All data in motion, whether transferred via email, web, or FTP, is 
automatically inspected. Unlike other UTM DLP vendors, WatchGuard’s subscription-based 
service includes a predefined library of more than 200 rules for 18 countries, covering 
personally identifiable information (PII), financial data, and healthcare information. Rule sets 
are updated monthly to stay current with data definitions and compliance mandates around 
the world. 
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Prevent the Loss of Confidential Data in Motion 

Data Loss Prevention for XTM and XTMv Solutions

WatchGuard Data Loss 
Prevention (DLP) is the newest 
addition to WatchGuard’s 
Unified Threat Management 
(UTM) platform. This affordable, 
subscription-based service can be 
easily added to any XTM solution 
for a powerful layer of protection 
from data loss.

Key Benefits:
•  �Quick policy configuration. A 

built-in library of over 200 rules 
allows IT to quickly create and 
update corporate DLP policies.

•  �Automatic protection. All data in 
motion transmitted via email, web, 
or FTP is automatically scanned 
against your rule set. 

•  �Broad coverage. WatchGuard DLP 
can parse data from more than 30 
file types including Excel, Word, 
Visio, PowerPoint, and PDFs.

•  �Compliance made easy. Built-in 
sensors are included for PCI DSS 
and HIPAA compliance mandates.

•  �Internal controls. Maintain 
the flow of vital business 
communication with multiple 
remediation options. You can 
choose to block or log flagged 
transmissions, or quarantine them 
for review. 

•  �Ease of management. Use the 
same intuitive console for DLP 
as you do for any other services 
running on your WatchGuard  
UTM platform. 

Setting DLP policy is as easy as point and click, using 200+ rules covering data types for 18 countries. 
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Protect the data YOU care about most
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Watchguard utm platform

Flexible architecture blocks network threats while optimizing performance 
WatchGuard’s UTM (unified threat management) platform is designed to allow network traffic to pass through a full suite of UTM services 
– from anti-spam protection to Data Loss Prevention – at top performance levels. Leveraging the power of multi-core processing, the 
platform runs all scanning engines simultaneously for maximum protection and blazing fast throughput. Resources are allocated based on 
the flow of data and the security services that data requires. For example, if web filtering needs more horsepower, additional processors are 
automatically applied so web traffic keeps moving and your business stays secure. 

Other UTM service Subscriptions
WatchGuard offers eight security subscriptions for its XTM appliance 
family, its XTMv virtual solutions, and Firebox® T10 devices so that 
businesses can layer on protection where they need it most. Along 
with WatchGuard DLP, subscriptions include:

Application Control	 Gateway AntiVirus

Intrusion Prevention Service	 APT Blocker

Reputation Enabled Defense	 WebBlocker

spamBlocker

managing subscriptions is easy
All security functionality on your WatchGuard XTM, XTMv, or Firebox 
T10 solution, including UTM subscriptions, can be managed from a  
single intuitive console. 

kNow what’s happening on your network at all times
■	� Any security activity identified by a service is logged and stored  

for easy reporting so you can take immediate preventive or 
corrective action. 

■	 �All management tools, including rich reporting and monitoring, 
are included with your WatchGuard XTM purchase. There is no 
additional hardware or software to buy. 

Best-of-breed UTM
WatchGuard uses a best-of-breed strategy to create the most reliable 
security solutions on the market. By partnering with industry-leading 
technology vendors, WatchGuard delivers an all-star family of UTM 
network security products.

■	 �AVG—A consistently high performer in independent Virus Bulletin 

testing provides the engine for Gateway AntiVirus.  

■	� Cyren—Patented RPD® technology in the Cloud provides 
spamBlocker with the only effective anti-spam solution for low 
footprint UTM appliances. Up to 4 billion messages per day reviewed. 

■	 �Websense—Supplies the cloud-based URL database for WebBlocker. 
Security coverage is supplemented by Websense Security Labs and 
their ThreatSeeker Network. 

■	� Trend Micro—Leading provider of IPS and Application signatures, 
delivering comprehensive protection against the latest threats. 

■	� Sophos—Leading provider of email and endpoint security, 
including DLP, for enterprises worldwide. 

■	� Lastline— provides the cloud-based sandbox analysis and advanced 
evasion detection that powers WatchGuard APT Blocker. 


