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WatchGuard Network Discovery

Introduction
This short technical brief outlines the need for WatchGuard's Network Discovery service, available on current WatchGuard Firebox® models
running version 11.11 of the Fireware® operating system or higher. It explains how the services works and the important security benefits an

organization gains.

You cannot secure a network that you do not understand

Best practices in Information Security (InfoSec) require that the IT engineers responsible for network security maintain a current map or diagram
of their network topology. InfoSec professionals have long taught that the first step in any vulnerability management program is to discover and

identify all of the assets in a network and to understand their role.

For example, PCI DSS Requirement 1.1.2 mandates that the following exists: “Current network diagram that identifies all connections between the

cardholder data environment and other networks, including any wireless networks.”

Often the IT infrastructure has been inherited from previous IT employees. It is rare when IT admins start out with a network that they have
designed from day one. If they are lucky there may be a Visio diagram that shows the network topology, but often it is not well understood,
especially in smaller companies. When Managed Service Providers (MSPs) first engage with a client, one of the first steps is to discover everything
that has been put in place by the existing part-time IT staff. It is essential for the MSP responsible for maintaining and securing the network to

discover all devices that are connected.

But the most important part of the asset discovery process requires monitoring for new endpoint asset connections, especially those a company

doesn’t know about. These suspicious connections represent several possible threats:

1) Unauthorized IT components installed by employees
If an employee brings a personal laptop from home, it is highly likely that it does not have the same strong endpoint antivirus
protection that is required at the corporate level. When that employee plugs it into an Ethernet port or connects wirelessly, it is a

risk to the entire company.

Well-intentioned employees may have installed their own server applications or software, such as a web server, without approval
from IT. While they may be able to get an initial install completed, they probably do not follow best practices in patching regularly to

maintain protection against vulnerability exploits.

Another common example of employee carelessness: workers may install unauthorized wireless access points to provide more
convenient network access in their area, but that represents a risk since outsiders may find it easier to attack the network from

that weak point.

2) Attackers trying to hack their way onto the corporate network

A more sinister risk is unauthorized or “rogue” access points that hackers may attach to a network port or another network device like a

switch or router.

Malicious software may be installed on internal devices. Botnets may have installed bot software that is calling home to the Command

and Control center using unusual communication mechanisms.

'Payment Card Industry (PCl) Data Security Standard, Requirements and Security Assessment Procedures, Version 3.1, April 2015. Full standard is available from PCl Security Standards
Council, LLC at www.pcistandards.org.
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Current Solutions

Today network admins use open source tools like nmap? to scan for all devices on their network. Small and midsize businesses have an
especially tough time keeping track of every computing device in their environment. They cannot afford complex asset discovery and
vulnerability management systems so they rely on the popular, open source utility nmap because it’s flexible and efficient. Nmap uses raw IP
packets to determine the hosts that are available on the network, the services (application name and version) those hosts are offering, and the
operating systems (and OS versions) they are running. With Network Discovery service, WatchGuard goes beyond just basic nmap scanning to
provide an interactive view of asset details that integrate with real-time log and threat information from the firewall.

Network Discovery with WatchGuard Firebox

With a WatchGuard Unified Threat Management (UTM) Firebox appliance, admins do not need to run separate tools to see everything that is
connected to the network. The network admin defines a scan, which can either be launched instantly or scheduled for a quieter time. This
scan uses nmap technology along with other techniques (detailed below). The results are shown in an interactive visual map in the web
user interface.
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Figure 1. Network Discovery creates a map of every node on your network

Network Discovery allows IT staff to map out the network behind their firewall. Assets in the network are identified and represented with an icon
when appropriate, including:

« IP Address
* MAC Address
« Type of device - iOS, Android, Mac, Windows, etc.

« Any ports that are open - IT admins can see if web server ports are open on network clients, for example,
which could indicate a potential network compromise

2For more details about nmap, refer to the open source project at https://nmap.org/
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Admins can search and filter all device data to zero in on key areas of interest. They can mark devices as “known” and assign descriptive names.

New, unfamiliar devices will immediately stand out when they show up without names.

Figure 2. One-click integration with WatchGuard's FireWatch and Traffic Monitor tools

The firewall admin can immediately and quickly investigate suspicious devices using direct integration with the visibility tools available on the
firewall, including FireWatch and Traffic Monitor. One click through to FireWatch will provide a clear visual indication of the type of traffic that is

passing through the IP address.

To see details about which ports the device used to connect to the network, select the Scanned Port tab. The Scanned Port tab only appears

when a device is discovered by an nmap network scan.
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Figure 3. Details revealed by Network Discovery scan

The details that appears for each port include:
o Port - port number
« Protocol - protocol in use on the port, for example TCP or UDP
« State - current state of the port
« Service - name of the service in use on the port

« Version - version of the service appears when available
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Asset identification with Network Discovery

A number of techniques can be used to identify devices in a network. They are listed below in the order of precision. Network Discovery always
defaults to the most precise option available when determining information about a device on the network.

- FireClient, the mobile security agent from WatchGuard that is installed on iOS and Android devices
« HTTP header information from the Firebox Web Portals for hotspot or user authentication
« The MS Exchange Event Monitor, which is used for single sign-on

- DHCP Fingerprinting® uses information that is passed in the exchange of packets when the client gets an IP address, even if the
Firebox is used as a DHCP server or relay. DHCP option 55 for the parameter request list includes information that identifies the
device OS.

» An active scan with nmap

Conclusion

Network admins today are challenged with the asset discovery and security audit of complex networks. They need to troubleshoot problems as
they occur, and identify any new or suspicious activity. WatchGuard’s Network Discovery service provides an efficient, flexible, and integrated
service that saves time for IT staff and helps them to keep their networks and data safe and secure.

Network Discovery is available in the current generation of Firebox models, from the Firebox T Series to the M5600. Available as a stand-alone
subscription service, the service is also automatically included - along with a host of other powerful security capabilities — in WatchGuard’s Total

Security Suite.

For more information about Network Discovery and other best-in-class security capabilities from WatchGuard, visit www.watchguard.com.
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3http://lets-start-to-learn.blogspot.com/2015/02/dhcp-fingerprinting.html
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About WatchGuard

WatchGuard® Technologies, Inc. is a global leader in network security, secure Wi-Fi, multi-factor authentication, and network intelligence. The company’s
award-winning products and services are trusted around the world by nearly 10,000 security resellers and service providers to protect more than 80,000
customers. WatchGuard’s mission is to make enterprise-grade security accessible to companies of all types and sizes through simplicity, making WatchGuard
an ideal solution for distributed enterprises and SMBs. The company is headquartered in Seattle, Washington, with offices throughout North America, Europe,

Asia Pacific, and Latin America. To learn more, visit WatchGuard.com.
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